ABSTRACT
INTRODUCTION
Digital watermarking is one of the most important techniques uses information hiding in order to protect any kind of media from the possible kinds of attacks. Digital watermarking is defined in [1] as " a process that embeds or inserts extra information, named the watermark or mark, into the original data to generate the output which is called a watermarked or marked data".
The watermark system goes through three stages [2] :firstly the process of generation and embedding the watermark in the original media. Then, possible attacks could occur in the transmission of the signal through the watermark channel. Finally, the process of detection the embedded watermark.
Most of watermarking techniques can be classified into several categories based on some criteria [3] as shown in figure 1. They can be visible or invisible. In visible watermarking technique ,the watermark can be observed by the human eye like logos. Invisible watermarking technique are used more in Steganography. They can also be classified into robust , fragile and semi-fragile techniques based on the modification could be occur on the watermark. In a robust watermarking technique, the watermark cannot be affected from attacks when it detected or extracted. The watermarking technique is called a fragile technique, if the watermark is changed or destroyed. In semi-fragile watermarking technique, the watermark can be affected from some types of attacks. Watermarking techniques can be blind or non-blind. A blind technique does not require the original data for detection or extraction. While in non-blind technique ,the original data is needed for detection or extraction process. An effective watermarking technique should have several requirements [4] [5] . These requirements differ depending on the application and the type of data to be watermarked. The watermarking requirements in general are:
• Robustness: the watermarking method should resist any kind of distortion or altering by malicious data processing or any kind of attack. The watermark should still be detectable in the extraction process [6] .
• Security: the watermark must remain hidden from unauthorized detection. This property is achieved by using cryptographic keys.
• Capacity :which means the number of hidden bits the technique can encode in a unit amount of time. The watermark should convey a sufficient amount of information. The capacity ratio in text watermarking could be computed as: Capacity ratio(Bits/KB) =(Watermark data (Bits))/(Cover file (KB)). [7] [8] [9] [10] [11] [12] [13] Capacity ratio (%) =(File size(Bytes))/(Cover size(Bytes) )×100 . [17] .
The rest of this paper is organized as follows. Section 2 discusses the Arabic text features. In section 3, several Arabic text watermarking techniques are discussed, and section 4 concludes the paper.
ARABIC TEXT FEATURES
The Arabic Alphabet consists of 28 characters. It has many characteristics for example, the Arabic script is written from right to left and has no equivalent to capital letters unlike English script. The Arabic word could be consisting of completely connected letters such as:
or a single word may consists of more than one components like:
. The letters are connected from the horizontal baseline of the word. They have different shapes based on its position in the word or sub-word except Hamza ‫.)ء(‬ Each letter can contain from one to four shapes corresponding to four positions: isolated ;the letter is not connected to any other letter, Initial; the letter is connected to the following letter but not to the previous one, middle; the letter is connected to both the previous and following letters, and finally, final; the letter is connected to the previous letter but not to the following one. As we mention above Hamza ‫}ء{‬ takes only one shape which means it cannot linked to any letter. The letters { ‫ا‬ , ‫و‬ , ‫ر‬ , ‫ز‬ , ‫د‬ , ‫ذ‬ } take two shapes: isolated and final and these are the characters that cannot connect to the following letterers. The existing of these letters in the word indicates that the word divided in one or more sub-words. The rest of letters take the four shapes which means they linked to the pervious and the following letters [18] [19] . Table 1 shows examples of the three cases. The Arabic letters classified into pointed and un-pointed as shown in figure 2 . There are similarity of some letters shapes but they differ in the number and placement of points on the letters [18] as in figure 3 . Arabic extension character "kashida " is used to expand the space between connected letterers. The kashida refers to a character representing this elongation ‫)ـ(‬ which increases the length of a line of text. It cannot be added at the beginning or ending of words. It is used to adjust the text without any change in the content of the text.
Arabic language has different symbols as diacritical marks(Harakat) which are used to distinguish between words that have the same spelling to represent vowel sounds like: ‫ل‬ َ ‫م‬ ‫جَ‬ or ‫ل‬ َ ‫جُم‬ . The use of diacritics in text is optional in written standard Arabic language and the well known Arabic readers can read a text without diacritics correctly based on the context. Figure 4 shows the eight main Arabic diacritics. Figure 4 . The eight main Arabic diacritics [7] .
ARABIC TEXT WATERMARKING
Many mechanisms and researches have been applied to hide data within texts and in different languages depending on the feature and characters of the letters of each language. Text watermarking methods can be classified into two main classes: linguistic coding and formatting or appearance coding methods. Figure 5 shows the classification of methods that could be applied on Arabic text . Some of these methods are concerned with Arabic language and the others are general. 
Linguistic coding
The Linguistic coding approach is based on understanding the main components of the text in specific language .It has two categories .The first one is called syntactic approach which aims to apply some transformations on text structure to embed watermark, such as moving the location of adverbial, adding the form subject, or changing Active to Passive [20] .
The second one is a semantic approach where changing is made on text content to insert the watermark, such as replacing certain words with their synonyms [21] , use of abbreviations or changing the order of punctuations [22] . These methods protect the information in case of retyping or using OCR programs. However, they have low capacity and the semantic approach may alter the meaning of the text which is not acceptable for sensitive text like Holly Quran or poems.
3.2.Formatting coding
This approach uses the physical formatting of text by making some modifications in the existing text to hide secret information [23] .The modifications could be done by adding or deleting spaces or new characters or any change in the appearance of the text. It have the following categories:
Open space methods
The process of hiding in this way is done by the addition of extra white spaces in the text .This white space can be placed at the end of each line or at the end of each paragraph, or between words as this method can be applied to any arbitrary text so that does not raise the reader's attention .
In anyway, the size of the hidden information using this method is a little also, some text editors programs automatically delete these white spaces and thus destroy this hidden information [24] .It could be applied in any language containing spaces.
Diacritics-based methods
The authors in [7] use eight different diacritical symbols to hide binary bits depending on the hidden message in the original Arabic cover media. While the diacritic Fatha has frequency occurrence higher than the other seven diacritics ,the researchers assign a one bit value of 1 to it. The remaining seven diacritics used to represent a value of one bit of 0. The embedded data are then extracted by reading the diacritics from the document and translating them back to binary. In this method ,the omitted diacritic is wasted because it is not hiding anything. Figure 6 shows an example. Figure 6 . Example of using Arabic diacritics-based method [7] .
The authors in [25] try to put multiple invisible instances of Arabic diacritic marks over each other equal to the binary number representing the message . They use more than one diacritical secret bit at a time. This method has text and image approaches with different scenarios. Figure 7 shows darkening of the black level of the diacritics by multiple instances in the image approach. If the capacity in this method is high ,the robustness of the printing is low and it gives invisible watermarking. However, if the capacity in this method is low the robustness to the printing is high and giving slightly visible watermarking. In both approaches , special Arabic font is used for data hiding process. Figure 7 . The image of diacritics, from a single instance in first row up to 5 repetitions in the fifth [25] .
The main contribution in [8] is to use even omitted diacritics to hide secret bits. If the secret bit is 1 then the diacritic present as it is, but if it is 0 then the diacritic was removed as shown in figure 8 . In this method the number of hidden bits is about twice the number of the shown diacritics. That is because the removed diacritics are also hiding bits which means that its capacity as twice as the capacity of first method [7] but it has a weak robustness. Figure 8 . Example of high capacity diacritics-based method [8] .
In [26] the authors apply text steganography technique to hide the information by using a reversion for Harakat in the Arabic languages to make their new technique of hiding the Arabic text as in figure 9 . The study reverses the original manner of the Fatha from a small line inclining left above the letter to the right by installing new font properties. The regular Fatha is used to encode one and the reverse Fatha is used to encode zero .This method can be applied successfully on printed documents and faced the OCR techniques. But it is a font dependant method and makes visible change in the text. A comparison between some of the diacritics-based methods is shown in Table 2 . Figure 9 . Example of Reverse Fatha method [26] .
Kashida -based methods
This category depends on the existing of the extension character in Arabic language "Kashida" . It is used in text steganography to hold the secret bits in different algorithms.
The first use of this category was in 2007 where the authors in [27] use letter points and extensions. Their approach utilizes the characteristic of having points within more than half the text letters in Arabic language. They use the pointed letters with extension to hold secret bit 1 and the un-pointed letters with extension to hold secret bit 0 as shown in figure 10 . The proposed steganography method can have the option of adding extensions before or after the letters. Figure . 10 Hiding secret bits using extension character [27] .
The security of the first approach is less since a word may have many inserted Kashidas representing secret bits which reflect the existence of hidden information in the text cover media. For this reason the researchers in [15] propose approach restricts the number of Kashidas used per word to make more confusion to detect the secret information. The main idea of the proposed approach is that a word in a cover text, that have some possible extendable characters, can represent some values within specific range by inserting at most a specific number of Kashidas. This method try to use the locations of possible extendable characters within a given word in the cover text media to hide secret data bits. The secret data is represented within a word by inserting Kashidas after some extendable characters in the word. The researchers propose different scenarios based on the maximum number of Kashida possible to be inserted per word: one, two or three kashidas. This approach gives better capacity and more security than previous method. But it is not robust against retyping process. Figure 11 shows the security improvement of this method comparing with first one. Figure 11 .Example of Improving security and capacity method using extensions [15] .
In [27] while a letter found without Kashida it doesn't represent any secret bit, which is means good capacity but less security. So the anthers in [16] propose approach to use a secret key to generate random Kashida characters added to Arabic e-text words . Kashidas are inserted in the words based on a secret key representing secret bits. The proposed watermarking method made the task of an attack much harder compared to previous similar methods but less capacity than diacritic based methods.
The researchers in [28] develop new algorithm for Arabic text based on the fact that both of the extension letter 'Kashida' and the Zero width character do not have any change in the word meaning when it connected to other letters. The new proposed algorithm used Zero Width and Kashida Letters (ZKS) to hide 2 bits per each connective character as shown in figure 12 . This method increases the hidden bit capacity. Figure 13 shows the ZKS method. Figure 12 . ZKS algorithm [28] . Figure 13 . Example using ZKS algorithm [28] .
The authors in [29] utilize the Kashida by encoding the original text document with Kashida according to a specific key which will be produced before the encoding process .Kashidas are inserted before a specific list of characters { ‫أ،‬ ‫ؤ‬ ‫و،‬ ‫ز،‬ ‫ر،‬ ‫ذ،‬ ‫د،‬ ‫ا،‬ ‫آ،‬ ‫إ،‬ }until the end of the key is reached where the kashida is inserted for a bit 1 and omitted for a bit 0 as shown in figure 14 . This process repeated until the end of the document is reached in a round robin fashion. The proposed technique proved to achieve document protection and authenticity giving high robustness than other Kashida methods but it provide less capacity. The researches in [17] use the same algorithm developed in [29] with different sets based on character frequency recurrence properties. They divide the Arabic letters into two sets: set A containing the first 14 letters with higher frequencies and set B containing the reminder letters. They propose two methods (Method-A and Method-B). In Method-A replace the set of characters in [29] with set A. In Method-B, the kashida is inserted before the character in two cases: if the key bit is zero and the character in Set-A and if the key bit is one and the character in Set B. Figure 15 shows an example. These methods give higher capacity than [29] and improved imperceptibility as compared to the other Kashida based methods. Table 3 shows comparison between some of the kashida-based methods. 
Line-Shift Coding
In line shifting method [30] , the lines are moved vertically upward or downward to hide information. It can be applied to images without the need for original image because of the regular spaces between the lines in the image.
Lines displacement process is the most noticeable by the reader, but it has a good strength and resistance to noise due to the length of the lines so it is more suitable for use with images .It has low capacity where it can hold one bit per line. Figure 16 shows an example of this method. Figure 16 . Example of line-shift coding. The second line has been shifted up by 1/300 inch [30] .
Word-Shift Coding
In word shifting method [30] , the words are moved horizontally making spaces expanding between words to hide information. This method needs the presence of the original file or the original image due to the possibility that the file contains a variable number of spaces between adjacent words.
It is better and more effective for use with files because they are less attractive to the reader's attention. It's capacity is about on bit per word. Figure 17 shows an example of this method. Figure 17 . Example of word-shift coding. The top text line has added spacing before the "for" [30] .
Feature Coding
This approach modifies features a little bit to embed a watermark. In [30] the length of end lines of letters, b, d, h, etc is altered by extending or shortening it. Line and word shifting could be applied in any language even Arabic but the feature coding is done on a language based on its features. All of these methods could be applied to a format file or to a binary image of a document. We will discuss some of studies based on feature coding in the Arabic language . The authors in [9] proposed an approach depends on the characteristic of existing of points on the majority of Arabic, Urdu and. Persian letters. These points are used to hide secret binary information. If the secret bit equals to one ,the points within pointed letter is shifted a little upward. If the secret bit equals to zero , the points' location does not change. This approach has high capacity where the Arabic language has 15 pointed letters from its all letters (28) . It is also utilized with extension giving better results in [14] . The recovery process is acceptable even in the case of printed text. However , the retyping process will remove all the secret hidden bits. Also, this method requires creating of a special font . Figure 18 shows vertical displacement of the points for the letter NOON. Figure 18 . Vertical displacement of the points for the letter NOON [9] .
The author proposed a method for Steganography in Persian and Arabic texts in [10] based on feature coding using La" word. This word is obtained by connecting "Lam" and "Alef" letters in single word. The hiding process is done based on the existing of two forms of this word: special form "La" (" ") which has a unique code and normal form "La" ‫)"لـا"(‬ by inserting Arabic extension character between "Lam" and "Alef" letters. For hiding bit zero, they use the normal form of La, whereas bit one is hidden using the special word. This method is not limited to electronic documents and could be used on printed documents. . However, this method has low capacity since the using of "La" word is limited in Arabic text. Also, it increases the file size and gives abnormal appearance of the text. For this reasons the authors in [11] proposed an improved version of the previous method to solve these problems. They use different Unicode of "Lam" and "Alef" to form "La" word in both spatial and normal form based on the fact that each letter can have four different shapes depends on its position in the word. The improved method does not change the file size and gives normal appearance of the text with the same low capacity ratio. Figure 19 shows the difference between these methods. Figure 19 . Original "LA" Steganography and improved method example [11] Also he proposed a new method for Steganography in Persian and Arabic texts in [13] based on existing of pseudo space in some Persian words. He insert the normal space after pseudo-space to hide the bit 1 and no change in pseudo-space to hide the bit 0 .The pseudo-space is coded in the Unicode hex notation as 200C.It is a small space used to separate the same word into two parts.
A new steganography method for Persian and Arabic texts is presented in [12] based on the existing of two similar shape letters "Ya" « ‫»ی‬ and "Kaf" « ‫»ک‬ with different Unicode. The authors use the Persian characters of « ‫»ک‬ or « ‫»ی‬ to hide the bit 0 and the Arabic characters of « ‫»ك‬ or « ‫»ي‬ to hide the bit 1 . This method has advantage of high imperceptibility since no changing occurs on the appearance of the text. However, it has low capacity based on using these two letters on the text. Table 4 shows comparison between some of Arabic watermarking methods based on feature coding.
CONCLUSIONS
While the Arabic text is the most extensively used than other kind of media, it will need a good method to protect its privacy. Some of Arabic texts watermarking methods are described within a specific classification. The comparison tables which summarize these methods with their advantages and disadvantages are presented. Most of diacritics-based methods are simple to implement and give higher capacity and robustness than other. However, it cannot be used in text in which the appearance of all diacritics is important like Holly Quran and most e-text today is written without diacritics. Kashida-based methods have good capacity and could be used in printing document with different font formats. However, they are easily to detect or observed. So, many researchers add more security features to decrease the number of kashidas and enhance the imperceptibility. The methods based on the Unicode give higher imperceptibility where the watermark is invisible but they restricted on electronic text only. Even of the simplicity of shifting (line, word or points) methods, it have a big drawback which is the ability to destroy the watermark is very high when retyping or printing and they are noticeable by OCR. 
